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Azure AD Identity Protection

Identity protection & risked based conditional access

Microsoft Cloud App Security
Extends protection & conditional 

access to other cloud apps

Office 365 ATP
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Vulnerability Management Isn’t Just Scanners Anymore 

Continuous Discovery

Vulnerable applications and configuration via continuous 

endpoint monitoring to gain immediate situational awareness

Prioritize
Context-Aware Prioritization

Findings by enriching with threat intelligence sources, 

business context and crowd wisdom to build an accurate 

risk report

Mitigate
Surgical Mitigation & Automated Fix

Threats by tailoring a surgical mitigation/fix plan based on 

organizational risk using Microsoft’s security stack, 1st party 

and 3rd party partners 
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Management
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Cloud

Machine Learning, behavioral 
& anomaly Detection

Response & Containment

Sandbox Analysis

Rich Investigation across 
machines, files, users, IPs, URLs

Realtime and historical Threat 

Hunting

Threat Intelligence and custom 
detections

Client

Deep OS Recording Sensor

Discover and respond to 

0-day and Advanced Attacks

Cloud driven

Deep optics

Realtime search
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Custom Detections and TI 

feeds

Can run side-by-side with 

3rd party solutions, 
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From alert to remediation in minutes at scale

Cloud

Historical Endpoint Data

Response Orchestration

AI based Response Playbooks

File/IP Reputation

Sandbox

Client

Forensic Collector

Response Orchestrator

AI-based automatic 

investigation of alerts

Expand an incident scope across 

multiple alerts and endpoints

Automatic remediation actions

Respond and resolve breaches 

more quickly

Reduce the load on security 

operations team

Bridge the skill gap

Driven by Artificial Intelligence
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Fine-grain access over all data in your MDATP tenant 

Investigate with simple but powerful queries

Hunt for malicious behavior after suspicion

Pivot fast to narrow down activities to reach a verdict

Save and share useful hunting traps

Advanced search across all cyber data and entities







An additional layer of oversight and analysis to help ensure that threats don’t get missed

Threat hunters have your back.

Microsoft Threat Experts proactively hunt to spot 

anomalies or known malicious behavior in your 

unique environment.

World-class expertise at your fingertips. 

Got questions about alert, malware, or threat 

context? Ask a seasoned Microsoft Threat Expert.
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Automate your own workflows

Integrate existing solutions

Query data

Drive remediation actions

Create custom IOC/IOA detections

Customize and enhance your data 



Central Management
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Microsoft Defender ATP

Microsoft Intune

Azure Information Protection

Microsoft Secure Score

Azure Security Center

Orchestrated protection and remediation

Azure AD & Conditional Access

Microsoft Cloud App Security

Microsoft Office 365

A uniquely integrated 

endpoint protection platform







Information Protection
Integration with Microsoft Information Protection for 

sensitive data discovery and enforcement on endpoints



Information Protection
Integration with Microsoft Cloud App Security for 

shadow-IT discovery and enforcement on endpoints











• How to control USB devices and other removable media using Microsoft Defender ATP

• Advanced hunting updates: USB events, machine-level actions, and schema changes

LINKS

https://docs.microsoft.com/en-us/windows/security/threat-protection/device-control/control-usb-devices-using-intune
https://techcommunity.microsoft.com/t5/Microsoft-Defender-ATP/Advanced-hunting-updates-USB-events-machine-level-actions-and/ba-p/824152


https://aka.ms/mdatp

https://aka.ms/mdatp-docs

Microsoft Defender
Advanced Threat Protection

https://aka.ms/mdatp
https://aka.ms/technet-mdatp
https://aka.ms/mdatp-docs
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https://docs.microsoft.com/DeployOffice/about-office-365-proplus-in-the-enterprise
https://products.office.com/exchange/exchange-online
https://docs.microsoft.com/sharepoint/introduction
https://products.office.com/onedrive-for-business/online-cloud-storage
https://products.office.com/mobile/office
https://support.office.com/article/5622C7C9-721D-4B3D-8CB9-A7276C2470E5
https://sway.office.com/
https://docs.microsoft.com/SkypeForBusiness/skype-for-business-online
https://support.office.com/article/c472c76b-21f1-4e4b-ab58-329a6c33757d
https://products.office.com/exchange/exchange-email-security-spam-protection
https://docs.microsoft.com/office365/securitycompliance/data-loss-prevention-policies
https://docs.microsoft.com/office365/securitycompliance/ediscovery-cases
https://products.office.com/microsoft-teams/
https://products.office.com/business/task-management-software
https://products.office.com/yammer/yammer-overview
https://powerapps.microsoft.com/
https://docs.microsoft.com/office365/securitycompliance/retention-policies
https://support.office.com/forms
https://docs.microsoft.com/office365/securitycompliance/search-the-audit-log-in-security-and-compliance
https://products.office.com/business/myanalytics-personal-analytics
https://flow.microsoft.com/
https://docs.microsoft.com/stream/
https://go.microsoft.com/fwlink/?LinkId=511463
https://products.office.com/en/business/microsoft-kaizala
https://www.microsoft.com/cloud-platform/microsoft-intune
https://azure.microsoft.com/services/information-protection/
https://www.microsoft.com/cloud-platform/advanced-threat-analytics
https://docs.microsoft.com/azure/information-protection/what-is-azure-rms
https://www.microsoft.com/cloud-platform/system-center-configuration-manager
https://www.microsoft.com/cloud-platform/conditional-access
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://docs.microsoft.com/azure/active-directory/reports-monitoring/
https://docs.microsoft.com/azure/active-directory/users-groups-roles/users-sharing-accounts
https://docs.microsoft.com/sccm/protect/deploy-use/endpoint-protection
https://docs.microsoft.com/azure/active-directory/authentication/concept-mfa-howitworks
https://docs.microsoft.com/cloud-app-security/set-up-cloud-discovery
https://docs.microsoft.com/azure/active-directory/hybrid/how-to-connect-sso
https://docs.microsoft.com/azure/active-directory/authentication/concept-sspr-howitworks
https://www.microsoft.com/en-us/licensing/product-licensing/client-access-license
https://www.microsoft.com/cloud-platform/microsoft-identity-manager
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-controls#custom-controls-1
https://docs.microsoft.com/azure/active-directory/hybrid/whatis-azure-ad-connect#what-is-azure-ad-connect-health
https://docs.microsoft.com/azure/active-directory/users-groups-roles/groups-self-service-management
https://docs.microsoft.com/azure/information-protection/compare-on-premise
https://docs.microsoft.com/azure/active-directory/b2b/
https://docs.microsoft.com/azure/active-directory/governance/active-directory-tou
https://docs.microsoft.com/azure/active-directory/devices/enterprise-state-roaming-overview
https://docs.microsoft.com/azure/active-directory/fundamentals/active-directory-manage-groups
https://docs.microsoft.com/en-us/microsoft-desktop-optimization-pack/appv-v5/
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-overview
https://docs.microsoft.com/azure/active-directory/devices/azuread-joined-devices-frx
https://docs.microsoft.com/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/windows/client-management/mdm/
https://www.microsoft.com/windowsforbusiness/intelligent-security
https://docs.microsoft.com/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/windows-server/remote/remote-access/directaccess/directaccess
https://docs.microsoft.com/windows/configuration/cortana-at-work/cortana-at-work-overview
https://docs.microsoft.com/microsoft-desktop-optimization-pack/
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/hello-overview
https://docs.microsoft.com/windows-server/networking/branchcache/branchcache
https://docs.microsoft.com/azure/active-directory/devices/azuread-joined-devices-frx
https://docs.microsoft.com/windows/security/identity-protection/credential-guard/credential-guard
https://docs.microsoft.com/microsoft-store/microsoft-store-for-business-overview
https://docs.microsoft.com/windows/security/information-protection/windows-information-protection/protect-enterprise-data-using-wip
https://support.microsoft.com/help/17209/windows-10-use-touch-with-windows
https://docs.microsoft.com/windows/deployment/update/waas-manage-updates-wufb
https://docs.microsoft.com/windows/security/threat-protection/device-guard/introduction-to-device-guard-virtualization-based-security-and-windows-defender-application-control
https://docs.microsoft.com/windows/deployment/update/windows-analytics-overview
https://docs.microsoft.com/windows/deployment/planning/windows-to-go-overview
https://docs.microsoft.com/windows/deployment/update/windows-analytics-overview
https://www.microsoft.com/cloud-platform/desktop-virtualization
https://twitter.com/AaronDinnage
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https://docs.microsoft.com/windows/security/threat-protection/windows-defender-antivirus/windows-defender-antivirus-in-windows-10
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/threat-analytics
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/overview-hunting-windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/overview-endpoint-detection-response
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/automated-investigations-windows-defender-advanced-threat-protection
https://www.microsoft.com/security/blog/2019/03/21/microsoft-defender-atp-for-mac-new-threat-and-vulnerability-management-capabilities/
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/overview-attack-surface-reduction
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azure-ad-controls-access-reviews-overview
https://docs.microsoft.com/azure/active-directory/identity-protection/overview
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-conditions#sign-in-risk
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://azure.microsoft.com/features/azure-advanced-threat-protection/
https://www.microsoft.com/cloud-platform/cloud-app-security
https://support.office.com/article/E100FE7C-F2A1-4B7D-9E08-622330B83653
https://docs.microsoft.com/office365/securitycompliance/office-365-ti
https://docs.microsoft.com/office365/securitycompliance/attack-simulator
https://docs.microsoft.com/office365/securitycompliance/use-explorer-in-security-and-compliance
https://docs.microsoft.com/office365/securitycompliance/threat-trackers
https://support.office.com/article/f2cd475a-e592-46cf-80a3-1bfb0fa17697
https://support.office.com/article/36f9cdd1-e64c-421b-a7e4-4a54d16440a2
https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Announcing-preview-of-privileged-access-management-in-Office-365/ba-p/183743
https://support.office.com/article/48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://support.office.com/article/2e5fbe9f-ee4d-4178-8ff8-4356bc1b168e
https://docs.microsoft.com/office365/securitycompliance/data-loss-prevention-policies#policy-evaluation-in-microsoft-teams
https://products.office.com/skype-for-business/phone-system
https://docs.microsoft.com/microsoftteams/audio-conferencing-in-office-365
https://docs.microsoft.com/power-bi/service-get-started
https://azure.microsoft.com/services/information-protection/
https://techcommunity.microsoft.com/t5/Microsoft-Teams-Blog/Information-Barriers-Preview/ba-p/505536
https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Announcing-Office-365-Advanced-Message-Encryption/ba-p/502440
https://twitter.com/AaronDinnage
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