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Cognito Network Detection & Response Platform

Detection and Response for Cloud, Data Centers,

\O/ Cognito NDR Platform

\/ Enterprise Networks and loT devices

Cognito Detect
for Network

Detect and prioritize
hidden threats in
network traffic using
Al

Cognito Detect
for Office 365

Detect and prioritize
hidden threats in
0365 using Al

Implementation Services Managed Hunting & Investigation

Cognito Detect
for AWS

Detect and prioritize
hidden threats in
AWS control-plane
using Al

Cognito Recall

Perform threat-
hunting
and investigations
in the cloud
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Cognito Stream

Deliver security-
enriched metadata
to SIEMS for custom
detections

Incident Response

Die Cognito-Plattform sammelt und analysiert Netzwerk-Metadaten und reichert sie mit maschinellem
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Architektur: Angriffserkennung fur Netzwerk und Cloud
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Threat Intelligence Match
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Detections.

Reparts

My Profile
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o Bemtre @ Vectra Threat Intelligence Match ¢

Sensor: Vs64dB505c6a6udactashade1ns2ast Command & Control

¥ Triage (0} G Tag [ Note g3 Share

Threat 60 / Certainty 70 Timeline

& internal host is connecting to an external system

and the connection matches criteria assaciated with

one or mare known threat actors.

Summary .
Recent Activity

Internal Hast: peot.domain.example Collap:

Observables Matched: 1
~ DNS Reguest: news-us-amazanaws.com (771091262 }
Data Se

6 Attacker Detail: SDBBot, GRACEFULSPIDER
Data Received: 558

I: SDBbot, GRACEFULSPIDER ® Oct 25th 2071 13:54 - Oct 29th 2021 1354
= Data Sent; 39 bytes Data Received: 55 bytes
B3 Threat Feed: Vectra Threat Intel

Infographic & Indicator Type: C2
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Fragen & Antworten
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Mehr erfahren

:é"z IDC =y Cyberdefense

Kundenrefersnz

The Business Value of
Cognito Network Detection
and Response from Vectra

o= 0=

IDC: Business Value Case Study: Case Study: Case Study:
of Cognito NDR EDAG Rossmann Fenaco
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